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KniouyeBble ocobeHHOCTU

Bbicokas npounsBoanTesIbHOCTb

[MrabutHole noptel SFP u 10-rurabutHble
uplink-nopTbl SFP+ obecneumnBatoT
coefunHeHne  C BbICOKOW NMPOMYCKHOM
CNOCOBGHOCTbIO ANA K/IMEHTOB, CEPBEPOB U
Hakonutenemn.

KomnnekcHas 3awmra

COBOKYMHOCTb annapaTHbIX M MPOrpaMMHbIX
CpencTB obecrneymBaeT KOMMIEKCHYIO 3aluTy
ceTv oT GU3MYECKOro BO3LENCTBUS U CKPbITbIX
aTak.

OTKa30yCTOM4YMBOCTb

B cTek MOXHO 06beguHUTbL [0 9 YCTPOWCTB,
CO3[aB €AMHblA BUPTYallbHbI KOMMYyTaTOp,
YTO 06ECMEeYnT BbICOKYIO OTKA30YyCTOMYMUBOCTb
M HafeXHOCTb NOAK/OYEHMUS.

XapaKTepucTuku

UHTepdeiichbl

e 20 noptoB 1000Base-X SFP

e 4 kombo-nopTa 10/100/1000Base-T/SFP
e 4 nopTta 10GBase-X SFP+

HapexHocTb

e Bo3MoXHOCTb NMUTaHusa oT RPS

e 802.1D STP, 802.1w RSTP 1 802.1s MSTP

e Loopback Detection

e Ethernet Ring Protection Switching (ERPS)

. ﬂo,u,p,ep)KKa 3alNTbl OT CTaTUYECKOr O 3N1eKTPHUYECTBa

[10 6 KB Ha Me[HbIX MopTax

CTeKnpoBaHM1e C BbICOKOW NPOMYyCKHOM
CNoco6HOCTbIO

e BO3MOXHOCTb 06bEAMHEHMS B CTEK [0 9 YCTPOWCTB

(432 rurabuTHbIX NOpTa)
e Y[aneHHoe CTeKMPOBaHWE C UCMOb30BaHNEM
OMTOBOIOKOHHOrO Kabens

e [Monoca nponyckaHWs Npu GU3NYeCcKoM CTEKMPOBAHUN

0o 80 [buT/c Ha cTek
OAM
e |EEE 802.3ah Ethernet Link OAM
e |EEE 802.1ag/ITU-TY.1731 OAM

MpocToTa ynpasneHus

o KoHconbHble nopTbl € pazbemamu RJ-45 n Mini-USB

o [MopT ynpaBneHUs U CUrHaMbHbI MOPT

e Web-uHTepdeiic ynpaBneHus

e UHTepdenic komaHaHom cTpoku (CLI)

e DyHKkumsa Switch Resource Management (SRM) ans
rMBKOro ynpaBfieHUs pecypcamm cUcTembl

TrkK-363-20/8p-0
Ynpasnsembiv L3 cTeknpyembii KOMMyTaTop
¢ 20 noptamu 1000Base-X SFP,

4 kombo-noptamu 100/1000Base-T/SFP u
4 noptammn 10GBase-X SFP+

YnpaBnsiemblil CTEKMPYEMbIA KOMMYTATOP TPeTbero ypoBHa TIK-
363-20/80-0 npegHasHa4yeH Ansa ceTel KpynHbIX NpeanpusTui,
Manoro wu cpepHero Owu3Heca, a Takxe AN WHTEpHeT-
npoBalngepos. OH obecneunBaeT BbICOKYO
NPOV3BOANTENBHOCTD, rmbkocTb yrnpaBneHus,
OTKa30yCTOMYMBOCTb M pacwmpeHHble  dyHkumm  MO.
KommyTatop ocHaweH 20 noptammu 10/100/1000Base-T, 4
Kombo-nopTtamu 100/1000Base-T/SFP, 4 noptammn 10GBase-X
SFP+, noppepxmBaeT GyHKUUM GE30MACHOCTM U PaCLIMPEHHble
HacTporku Quality of Service (QoS) onsa onTUManbHoM paboTbl Ha
YPOBHE siipa, pacnpeneneHuns UM 4octyna. Belcokas nnoTHOCTb
NMOPTOB, BO3MOXHOCTb CTEKMPOBAHUSA M MPOCTOe yrnpaBfieHne
no3sonaoT ucnonb3oBaTb TrK-363-20/84-0 p[na  peleHus
Pa3fiM4YHbIX 3a4a4. 3alMTa OT CTaTMYECKOro 3fekTpuyecTsa 6 KB
obecneymBaeT YCTOMYMBOCTb MELHbIX MOPTOB K HaBeLEeHHOMY
HaMpsXeHUo 1M NpefoTBPaLLAEeT MOBPEXLEHNE KOMMYTaTOpa U
NOLKJTIOYEHHbIX K HEMY YCTPOMNCTB.

CTaHAapTHOe NporpaMMHoe obecneyeHne

KommyTaTop TFK-363-20/84-0 CO CTaHAAPTHLIM NMPOrpaMMHbIM obecrneyeHnem
MOAAEPXKNBAET OCHOBHble (YHKLMW [N MOCTPOEHWUS ceTelt MpeanpusTuii
Manoro u cpegHero 6usHeca (SME/SMB), BKNtoYasi KOMMYTaLMiO 2 YPOBHS,
CTaTUYeCKylo MapLlipyTM3aumio M npoTtokon RIP, MHOroagpecHyto pacchbinky 2
YPOBHS, pacwmpeHHble HacTporiku Quality of Service (QoS), OAM u paznuyHbie
dyHKLUMM BesonacHoCTU.

PaclumpeHHoe nporpammHoe o6ecrneveHue’

KommyTaTop TrK-363-20/84-0 ¢ pacluiMpeHHbIM MPOrpamMMHbIM obecneyeHrem,
NMOMMMO CTaHZAPTHOro ¢GyHKUMOHaNa, nogaepxueaeTt npotokonsl OSPF, BGP,
¢dyHkumio VRF-Lite 1 MapLipyTM3aLM0 MHOTOa[peCHbIX NMaKeToB.
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TrK-363-20/84-0
YnpaBnsembii L3 ctekupyembiii KOMMyTaTop C
20 noptamu 1000Base-X SFP, 4 kom60-noptamu

100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

MporpammHoe o6ecneyeHne c MPLS?

KommyTatop TrK-363-20/84-O ¢ nporpammHbiM obecneyeHvem ¢
MPLS, nOMUMO CTaHBAPTHOIO UM  paclWMpeHHoro dyHKLMOHana,
nopaepxuBaetT  ocHoBHble  VPN-cepBucbl, Heobxoaumble — Ans
3¢ dekTBHON paboTbl MHTEPHET-NPOBaNAepPOB, BkAoYas IS-1S n MPLS
L2/L3 VPN. Bnarogaps mexaHusamy MPLS nepepaya noToka Tpadwka
no ceTh He3aBUCKMMa OT MPOTOKONOB YrPaBAeHUS, NCMOMb3YyeMbIX AA
npoknagku TyHHenst MPLS (PPTP, L2TP, PPPoE u T. 4.). icnonb3oBaHue
MPLS paeT BO3MOXHOCTb OMTUMU3NPOBaTb MOTOKM Tpaduka w
MaHUNyNMPOBaTb TPAPUKOM.

JOoCTYyNHOCTb U rMOGKOCTb NOAK/IOYEeHUSA

KommyTtaTop TrK-363-20/85-0 noaaepXuBaeT  TeXHOMNOrUIO
CTEKMPOBAHMA3, MO3BONAIOLYIO CO3[4aBaTb €4MHbIN GU3NYECKUI UK
BUPTYalnbHbIM CTeK NMpW O0ObeAMHEHUM HECKONbKMX YCTPOMCTB, YTO
obecneunBaeT MacwTabupyemoctb ceTu. [lpu 3Tom ynpolaeTcs
ynpaBneHne, TaK Kak BCe KOMMYTaTopbl B CTE€Ke JOrM4ecKku
NpefcTaBnaAlT cobol eAnHOe YCTPOUCTBO U YNPaBNSoTCA Yepes3 OauH
IP-agpec. MoXHO 06beMHUTb [0 9 KOMMYTAaTOPOB U MONYYUTb, TAKUM
obpasom, fo 432 noptos Gigabit Ethernet. ®yHkums Switch Resource
Management (SRM) no3BonseT ONTMMM3MPOBATb pacrnpeneneHue
pecypcoB KOMMyTaTopa ANl PeeHUs PasnnyHbIX CeTeBbiX 3afady. B
33aBMCMMOCTM OT Bblbopa annapatHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3mep OCHOBHbIX Tabnumy,
BTOPOro n TpeTbero ypOBHeW ans MaKCMManbHoOM
NPON3BOAUTENBHOCTA KOMMYTaTOPA.

OTKa30yCTOMYNBOCTb

KommyTatop TrK-363-20/84-0O nopfepkuBaeT NpoToKonbl Spanning
Tree (STP): 802.1D, 802.1w n 802.1s. MpoTokonsl STP nossonstoT
OpraHu3oBaTb pe3epBHbIN MapLupyT nepenayu LaHHbIX,
MCMOMb3yeMbIi B CJly4ae BO3HWKHOBEHWS HEWCTNPaBHOCTEN B CETU.
Kpome Toro, TFK-363-20/84-0 nopnepxusaeT TexHonorun Ethernet
Ring Protection Switching (ERPS) u FlexLink. ERPS obecneumBaeT
MWHUManbHOE BpPEeMs BOCCTAHOB/EHWs paboTbl KonbLa mocne cHos.
FlexLink no3BonseT MoBbICUTb OTKA30YCTOMYMBOCTb COEAMHEHUS Ha
yKasaHHbIX MOPTax KomMmyTaTopa, obecrneyvBas pesepBUMpPOBaHME
KaHanoB 6e3 npumeHeHuns STP 1 ¢dyHkumm Loopback Detection.

TexHUYecKue XapaKTePUCTUKM
AnnapaTHoe obecneyeHune

Be3onacHocTb 1 NPOU3BOAUTENIBHOCTb

KommyTatop TrK-363-20/84-0 npefocTaBnsieT WWPOKMIA Habop dyHKLMIA
6e3o0MacHOCTM, BKJ/IlOYasi MHOrOypoBHEBble cnncku poctyna (ACL) w
ayTeHTUbMKaumo nonb3osatenent (802.1X) yepes TACACS+ n RADIUS. Ons
MOBbILLEHUSA MPOU3BOAUTENBHOCTM UM Ge3omnacHoCTU KommyTaTop TIK-363-
20/8n-0 obecneymBaet nogaepxky VLAN, Bkntiouas npotokon GVRP wu
cTaHpapT 802.1Q. Ana ctabunbHoM paboTbl TakKUX CETEBbIX CEPBUCOB, Kak
VolP, a Takxe npoBefeHUst BUAEOKOHPEepeHLMA KOMMYTaTop NoaAepXnsaeT
LUMPOKUIA Habop dyHKLMA QOS, KOTOpble rapaHTUPYIOT, YTO KPUTUYHbIE K
3aflepXKKam ceTeBble cepBUCbl ByayT 06CAYXMBATbCS B MPUOPUTETHOM
pexume.

DKOHOMMUA JJIEeKTpPO3Heprum

TrK-363-20/84-0 noagepxuBaeT ¢yHKumMio Smart  Fand, koTopas
No3BONAET CHU3WUTb TennoBbigeneHuve. [aHHas ¢yHKUMA obecneynBaeT
aBTOMATU4YeCKoe peryivMpoBaHMe CKOPOCTU  BPALEHWUS  BCTPOEHHbIX
BEHTUNATOPOB B 33aBUCMMOCTM OT TemnepaTypbl, YTO TakXe MO3BONseT
3KOHOMUTb 3NIEKTPO3IHEPT IO U CHU3UTb YPOBEHbD LUYMA.

MM6KocTb ynpaBneHus

YnpasneHne kommyTatopom TFK-363-20/84-0 MOXET OCyWecTBAATLCS Npu
nomown uHTepderica komaHaHon cTpokm (CLI), Web-uHTtepdenca,
npotokona SNMP. Hanuune KoHconbHOro nopta ¢ uHTepdenncom Mini-USB
[lenaeT NpoLecc HaCTPONKM 6onee yA06HbIM, MOCKONbKY Af1A NOAKIOYEHNS
KOHCONMM He TpebyeTcs AOMOMHUTENbHLIN MepexofHWK. Takxke [OCTyrnHa
BO3MOXHOCTb ~ YMpaBfieHWs  KOMMYTaTOpPOM  4Yepe3  He3aBUCHMMbIN
BblgeneHHbln nopt Out-of-band. Hanuume USB-nopTa no3BonseT
COXPaHSATb CUCTEMHBIE XYPHanbl, KOHOUrypaLuum 1 obpassbl MO Ha BHelHWe
USB-Hocutenu. Moppepxka ¢yHkuun DHCP Auto-configuration un Auto-
image AaeT BO3MOXHOCTb 3arpyxaTb paHee CO3AaHHYI KOHPUrypauumio Ha
HEeCKOJIbkO KOMMYTaTOpOB aBTomaTuyeckn. Kpome Toro, TFK-363-20/84-0
nopnepxueaer npotokon OpenFlow 1.3, 4yto no3BonseT ynpaBnATb
KOMMYTaTOpamu C MOMOLLbIO KOHTposnepa OpenFlow.

Mpoueccop * BCM56342 (1 Tu)

OnepatusHas namatb | * 17b

Flash-namsTb *1Tb

UHTepdencsl * 20 noptoe 1000Base-X SFP

* 4 xombo-nopTa 10/100/1000Base-T/SFP
4 nopta 10GBase-X SFP+

KoHconbHbI NopT ¢ pasbemom RJ-45

KoHconbHbI nopT Mini-USB

CurHanbHbIN NopT € pasbemom RJ-45
MopT USB 2.0 TN A

MopT ynpaenexnsa 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)

Power

Link/Activity/Speed (Ha nopT)
Console

* MGMT

MHankaTopsbl

* USB

* RPS

* Fan Error
* Stack ID

Pa3sbem nutaHms

Pa3sbem onsa noakNoyYeHns nuTaHna (I'IepeMeHHbIVI TOK)
Paszbem ans nogkntoyeHns pe3epBHOro NCTOYHUKA nuTaHua®
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OyHKLMOHanN
CTaHpapThl U
dyHKLMN

MNpounssoguUTenbHOCTb
KommyTaumoHHasn *
mMaTpuua

TrK-363-20/84-0
YnpaBnsembii L3 ctekupyembiii KOMMyTaTop C
20 noptamu 1000Base-X SFP, 4 kom60-noptamu

100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX
IEEE 802.3ab 1000Base-T
IEEE 802.3z 1000Base-X
IEEE 802.3ae 10GBase-X

YnpasneHue notokom IEEE 802.3x B pexxmme nonHoro Agynsekca

ABToMaTu4eckoe onpepenexHne MDI/MDIX

128 réut/c

MeToa KoMMyTaLMK

Store-and-forward

Makc. ckopocTb
nepeHanpasneHus
64-6aNTHbIX MaKeToB

95,24 Mpps

Pazmep Tabnuupbi
MAC-agpecos

68K 3anucen’

Pazmep Tabnuupbi
MapLlpyTusauum IPv4

16K 3anuvcen

Pa3smep TabnuLbl .
MapLlpyTtuaumm IPve

7K 3anucen

Pazmep Tabnuupbi
KomMmyTaumm L3 IPv4

32K 3anuceit’

Pa3smep TabnuLbl .
KommyTaumm L3 IPv6

16K 3anuceit’

Bydep naketos

4 MB

Jumbo-dperm

12 Kb

MporpammHoe obecneyeHune

CrekmpoBaHue

dur3nyeckoe CTeKMpoBaHue
- Monoca nponyckanus: go 80 I6ut/c
- [lo 9 ycTpoucTB B cTeke
- Konbuesas/nunHenHas Tononorus

BupTyanbHoe cTeKMpoBaHue
- Single IP Management
- [lo 32 ycTpOICTB B BUPTYalbHOM CTeke
- Monoca nponyckanus: go 20 romt/c

DyHKLUMM 2 YPOBHSA

Tabnuua MAC-agpecos: fo 68K 3anuceir’
YnpaBneHne NoTokom

- 802.3x B pexume MonHoOro aynsiekca

- MNpepoTepalleHne 6nokmposok HOL
Spanning Tree Protocol

- 802.1D STP

- 802.1w RSTP

- 802.1s MSTP

- Root Guard

- Loop Guard
Link Aggregation

- 802.1AX

- 802.3ad

- Makc. 32 rpynnbl Ha ycTpoKcTBo/ 12 nopTos

Ha rpynny

ERPS (Ethernet Ring Protection Switching) version 2
3epkanupoBaHue NopToB
- One-to-One
- Many-to-One
- MoafepxKa 3epKannpoBaHuns Afis BXxoasLiero/
ncxopsuiero Tpadurka B 0601x HanpaeneHmsx
- MNoppepxka 4 rpynn 3epKanvpoBaHms
3epKannpoBaHue NOTOKOB
- MNoppepxKa 3epkanMpoBaHna A8 BXOAALLErO
Tpaduka
3epkanupoBaHue VLAN
RSPAN
L2 Protocol Tunneling (L2PT)
Multi-Chassis Link Aggregation Group (MLAG)

VLAN

802.1Q
802.1v VLAN Ha ocHOoBe NpOTOKOJ10B
Double VLAN (Q-in-Q)
- Q-in-Q Ha ocHoBe NopToB
- Selective Q-in-Q
VLAN Ha ocHOBe nopToB
VLAN Ha ocHoBe MAC-agpecoB
VLAN Ha ocHOBe nogaceTen
Private VLAN

pynnbl VLAN
- Makc. 4K VLAN-rpynn
- Makc. VID: 4094
ISM VLAN gnsa IPv4/IPv6 (Multicast VLAN)
Voice VLAN
Auto Surveillance VLAN
VLAN Trunking
GVRP: po 4K gnHamuyeckmx VLAN-rpynn
Asymmetric VLAN
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TrK-363-20/8p-0
YnpaBnsembii L3 ctekupyembiii KOMMyTaTop C
20 noptamu 1000Base-X SFP, 4 kom60-noptamu

100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

MHoroagpecHas
paccbinka 2 ypoBHs

* MLD Snooping
- MLD v1/v2
- Moppepxka po 4K rpynn?
- MLD Snooping Fast Leave Ha ocHoBe y3na
- Mopaepxka 64 cTaTU4eCKNX MHOroaapecHbIX
rpynn
- MLD Snooping Querier
- MLD Snooping Ha VLAN
- MLD Proxy Reporting

IGMP Snooping

- IGMP v1/v2/v3

- Mopaepxka go 8K rpynn7

- Moppepxka 64 cTaTUYeCcKMX MHOroagpPeCcHbIX

rpynn

- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na
PIM Snooping

DyHKLUMM 3 YPOBHSA

IPv4 ARP/IPv6 ND: nooaepka no 32K/ 16K’
- 512 ctatnyeckumx 3anucent ARP
Gratuitous ARP
Moppepxka 256 IP uHTepdeiico
WHTepderic Loopback
Proxy ARP
- Noppepxka Local ARP Proxy

TyHHenupoBaHue IPv6
- Ctatnyeckoe
- ISATAP
- GRE
- 6to4d

VRRP v2/v3

IP Helper

MapwpyTtunsaums 3
YPOBHSA

MNopnnepxka 16K annapaTHbIX 3anmncein MapLpyTnsauum
no IPv4/IPv6

- 1 3anu1cb Ha KaxAabln MapwpyT IPv4

- 2 3an1cK Ha Kaxapln mapwpyT IPv6
MNopnepxka go 32K annapaTHbIX 3anmncein KOMMyTaLum
L3 no IPv4/IPv6*

- 1 3anu1cb Ha KaxAabln MapwpyT IPv4

- 2 3anu1cK Ha Kaxapln MapwpyT IPve
CTaTnyeckas mapLipyTm3aums

- Makc. kon-Bo 3anucen IPv4: 512

- Makc. kon-Bo 3anucelt IPv6: 256

* MapwpyT IPv4/IPv6 rno ymonyaHuio

PBR (Policy-based Route)

Null Route

Route Preference

Route Redistribution

Graceful Restart (GR) Helper

BFD (Bidirectional Forwarding Detection)
- CTaTnyeckas maplwpytusaums IPv4/ve
-RIP
- VRRP

RIPv1/v2/ng

MHoroagpecHas
paccbinka 3 ypoBHs

dunbtpaums IGMP/MLD

KavecTso
obcnyxuneanma (QoS)

802.1p
8 ouepepeit Ha NopT
O6paboTka ovepenen
- Strict Priority (SP)
- Weighted Round Robin (WRR)
- Strict + WRR
- Weighted Deficit Round Robin (WDRR)
KoHTposnb neperpysku
- Weighted Random Early Detection (WRED)
YnpasneHue nNosiocoi NponyckaHms
- Ha ocHoBe nopTa (Bxogsuiee/ucxoasiiee, ¢
MWH. 3HayeHuem 8 Kbut/c)
- Ha ocHoBe noToka (Bxogsuiee/ncxomsiee, ¢
MWH. 3Ha4YeHnem 8 Kbut/c)
- YnpaBneHue nonocow nponyckaHus no
ouepenm (C MMH. 3HaveHnem 8 Kout/c)
Mopaepxka cneayowmx AeNCTBMIM A NOTOKOB
- MeTka npuopuTteta 802.1p
- MeTka npegnoyteHus IP/DSCP
- QoS Ha ocHoBe BpeMeHu

CoS Ha ocHoBe:
- MNopTa KOMMyTaTOpa
- Ouepepeii npuopuTteToB 802.1p
- BHyTpeHHero/BHewHero VID
- MAC-agpeca
- EtherType
- IP-agpeca
- ToS
- IP Precedence
- DSCP
- Tuna npoTokona
- NopTa TCP/UDP
- Knacca IPv6-Tpaduka
- MeTkn noToka IPv6
Tpw LBeTa MapKNPOBKM
- trTCM
- srTCM
802.1Qbb Priority-based Flow Control (PFC) pnsi nopTa
10GBase-X

CrnnckmM ynpaeneHus
poctynom (ACL)

ACL Ha ocHoBe:
- MpuoputeTa 802.1p
-VID
- MAC-agpeca
- Ether Type
- LLC
- VLAN
- IP-agpeca
- ToS
- IP Precedence

- Mackn DSCP
- Tuna npoTokona
- Homepa TCP/UDP-nopTa
- Knacca IPv6-Tpaduka
- MeTkn noToka IPv6
Makc. kon-Bo 3anucei ACL:
- Bxogswmx (annapatHbix): 4K
- Ucxopswmx (annapatHbix): 1K
- Kapta goctyna VLAN: 3K
ACL no pacnvcaHuo

be3onacHocTb

* Port Security
- Moppepxka go 12K MAC-agpecos Ha
nopt/VLAN/cuctemy
° 3alWTa OT WMPOKOBeLlaTelbHOro/MHoroagpecHoro/
OHOaAPeCHOro LWTopMa

MpepoTepalleHne atak ARP Spoofing

- Makc. konuyecTso 3anucent: 64
L3 Control Packet Filtering
Unicast Reverse Path Forwarding (URPF)
CermeHTaums Tpaduka
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YnpaBnsembii L3 ctekupyembiii KOMMyTaTop C
20 noptamu 1000Base-X SFP, 4 kom60-noptamu

100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

®OyHkums DHCP Server Screening

Dynamic ARP Inspection

IP Source Guard

DHCP Snooping

IPv6 Snooping

DHCPv6 Guard

IPv6 Route Advertisement (RA) Guard

IPv6 ND Inspection

O6HapyxeHWne npobnem, CBA3aHHbIX C COBMaAEHUEM
ceTeBbIX apecoB

SSL

- Noppepxka TLS 1.0/1.1/1.2

- Noapepxka goctyna IPv4/IPv6
SSH

- MNopgepxka SSH v2

- MNoppepxka goctyna IPv4/IPve
MpepoTBpaLeHme atak BPDU
MpepoTBpaleHme atak DoS
®dunbtpauma NetBIOS/NetBEUI

AAA * AyteHTudukaumsa 802.1X: * YnpaBneHue goctynom Ha ocHoee MAC-agpecos (MAQ):
- YnpaBneHne JOCTYNOM Ha OCHOBe nopTa/y3na - YnpaBneHue fOCTyrNom Ha OCHOBe nopTa/y3na
- HazHaueHwue nonutmkm ldentity-driven - HaszHaueHwne nonutukm ldentity-driven
- AnHammn4yeckoe HazHaveHue VLAN - OnuHammyeckoe Ha3Ha4veHue VLAN
- YnpaBneHune nonocov nponyckaHus - YnpaBneHue nonocor nponyckaHns
- HazHaueHune ACL - HasHaueHune ACL
* YnpaeneHue pgoctynom Ha ocHoee Web (WAC): * Guest VLAN
- YnpaenieHvie JOCTYrNOM Ha ocHoBe rnopTa/y3na  ° Microsoft® NAP
- HazHaueHue nonutukum ldentity-driven - Noppepxka 802.1X NAP
- AnHammnyeckoe HasHa4veHue VLAN - Moppepxka DHCP NAP
- YnpaBneHune nonocov nponyckaHns * YpoBeHb NpuBMneruin gna ocTyna K ynpasneHuno
- HazHavyeHune ACL * AyTeHTudUKaums Ha ocHoBe RADIUS n TACACS+
- Noppepxka goctyna IPv4/IPve * Authentication Database Failover
- Moppnepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * OunarHocTuka Kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * DyHKUMS LUDPOBOro KOHTPONA NAPaMeTPOB
* Dying Gasp npousBoaMTenbHocTU TpaHcuBepa DDM (Digital Diagnosics
* 802.1ag Connectivity Fault Management (CFM) Monitoring)
YnpasneHue * NTPv3/v4 * XXypHanupoBaHue BBOANMbIX KOMaHA,

Precision Time Protocol (PTPV2)
Web-uHTepdeiic
- Nogpepxka goctyna IPv4/IPve
- NMogpepxka SSL (HTTPS)
NHTepdenc komaHaHoM ctpoku (CLI)
Telnet-cepBep ana goctyna IPv4/IPv6
Telnet-knueHT gns IPv4/IPv6

SNMP

- NMoppepxka vi/v2c/v3

- Nogpepxka goctyna IPv4/IPve
SNMP Trap

TFTP-knueHT ana IPv4/IPve
FTP-knueHT gns IPv4/IPve
IPv4 SFTP-cepBep
RCP
CuCTeMHbIN XypHan ans cepsepa IPv4/IPv6
SMTP
RMON v1
- Moppepxka 1, 2, 3,9 rpynn
RMON v2
- NMogpepxka rpynnsl ProbeConfig

LLDP/LLDP-MED
DHCP Client option 12
DHCP Auto-configuration
DHCP Auto-image
DHCP Relay option 60/61/62/18/37/82/125
DHCP/DHCPv6 Local Relay
DHCP-cepBep
- Noppepxka HazHaveHus agpeca IPv4/IPve
DHCPv6 Prefix Delegation (PD)
Mopaepxka Heckonbkux Bepcuii MO / Mopaepxka
HECKOMbKMX BEPCUIN KOHbUTrypauui
DNS Relay pns IPv4/IPv6
DNS-knueHT ans IPv4/IPve
KomaHgabl oTnagku
BoccTaHoBneHue napons
LWndpoaHue naponsa
Ping/Traceroute ansa IPv4/IPv6
Microsoft® Network Load Balancing (NLB)
Switch Resource Management (SRM)
sFlow
PD Alive
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YnpaBnsembii L3 ctekupyembiii KOMMyTaTop C
20 noptamu 1000Base-X SFP, 4 kom60-noptamu

100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

DYHKLMM paclIMPeHHOro NporpaMmMHoOro obecneyeHuns

CraHgapTbl MIB/IETF

* RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578

MIB Structure

RFC 1212 Concise MIB Definitions
* RFC 1213 MIBII

* RFC 1215 MIB Traps Convention
RFC 1493, RFC 4188 Bridge MIB

* RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574,

RFC 2575, RFC 2576 SNMP MIB

* RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904,
RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578,

RFC 3418, RFC 3636 SNMPv2 MIB
* RFC 271, RFC 1757, RFC 2819 RMON MIB
RFC 2021 RMONv2 MIB

* RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665,

RFC 3635 Ether-like MIB
* RFC 2668 802.3 MAU MIB
* RFC 2674, RFC 4363 802.1p MIB
Interface Group MIB
* RFC 2618 RADIUS Authentication Client MIB
RFC 4022 MIB for TCP
* RFC 4113 MIB for UDP
RFC 2620 RADIUS Accounting Client MIB
RFC 2925 Ping & TRACEROUTE MIB
* RFC 4293 IPv6 MIB
RFC 4293 ICMPv6 MIB
* Entity MIB
RIPv2 MIB
OSPF MIB
* IPv4 Multicast Routing MIB
PIM MIB for IPv4
* IP Forwarding Table MIB
RFC 4884 Extended ICMP to support Multi-Part
Messages

VLAN * Super VLAN
MapuwpyTmsauus 3 * BGP * OSPFv2/v3
YPOBHSA - BGP v4/v4+ - Makc. konun4yectso OSPF areas: 16
- 4dbytes AS - Stub area
- Text/MD5 pns BGP v4 - NSSA area ona OSPF v2
* VRF-Lite - MaccuBHbIM MHTepdeic
- CtaTnyeckas mappyTtunsauusa IPv4 - Text/MD5 Authentication gns OSPF v2
-RIPv1/v2 * BFD (Bidirectional Forwarding Detection)
- OSPFv2 - OSPF
- BGPv4
MHoroagpecHas * IGMPv1/v2/v3 * PIM-DM/SM/SSM/SDM
paccbiika 3 ypoBHS * MLDv1/v2 * SSM Mapping ans IPv4/IPv6
* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3
MapuwpyTtmsauus 3 ° 1S-1Sv4/v6
YPOBHSA
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble paclwmnpeHus gns BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/MPLS Ping/Traceroute
CraHpapThbl

RFC 4293 IPv6 SNMP Mgmt Interface MIB

Private MIB

DDP MIB

LLDP-MED MIB

RFC 791 IP

RFC 768 UDP

RFC 793 TCP

RFC 792 ICMPv4

RFC 2463, RFC 4443 ICMPv6

RFC 826 ARP

RFC 1338, RFC 1519 CIDR

RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in
the IPv4 and IPv6 Headers

RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC
3580, RFC 3748 Extensible Authentication Protocol (EAP)
RFC 2571 SNMP Framework

RFC 2572 SNMP Message Processing and Dispatching
RFC 2573 SNMP Applications

RFC 2574 User-based Security Model for SNMPv3

RFC 1981 Path MTU Discovery for IPv6

RFC 2460 IPv6

RFC 2461, RFC 4861 Neighbor Discovery for IPv6

RFC 2462, RFC 4862 IPv6 Stateless Address Auto-
configuration

RFC 2464 IPv6 over Ethernet and definition

RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’
Technology

RFC 3513, RFC 4291 IPv6 Addressing Architecture

RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

RFC 3484 Default Address Selection for Internet Protocol
version 6

RFC 3621 Power Ethernet MIB
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YnpaBnsembii L3 ctekupyembiii KOMMyTaTop C

20 noptamu 1000Base-X SFP, 4 kom60-noptamu
100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

ATOM

dusnyeckune napameTpbl

Pa3mepsl ([ x L x B)

* 441 x 259,8 x 44 mm

Bec

YcnoBus JKcCnnyaTa
lMuTaHne Ha Bxoae

Lnun

* 3,79 «kr

* Ot 100 po 240 B nepemeHHoro Toka, 50/60 'y,

MoTpebnsemas * B pexume oxunpganusa: 30,1 BT * MakcumanbHas: 63,58 BT
MOLLHOCTb

TennoBblgeneHune * 63,55BT

MTBF (4achbl) * 280612,09

YpoBeHb wyma

Mpu HU3KOM cKOpOCTM BeHTUNATOPA: 46 Ab * [Mpw BbICOKOW CKOPOCTU BeHTUNsATOPa: 56 ob

3awwuTa oT
CcTaTM4eckoro
3NEeKTpMYecTBa

MopaepxKa 3aLMTbl OT CTaTUYECKOrO 3/1eKTpuYecTBa Ao 6 KB Ha megHbIx nopTax (cTaHaapT IEC61000-4-5)

Cuctema BEHTUNALNM

2 BeHTUNATOpa*

Temnepatypa

Pabouyas: ot -5 go 50 °C * XpaHeHus: ot -40 go 70 °C

BnaxHocTb

KomnnekT noctaBku
* Kommytatop TrK-363-20/8a-0
* Kabenb nuTaHus

dukcaTtop anis Kabens

KoHconbHbIV kKabenb (c

KoHconbHbIV kKabenb (c
2 KpeneXHbIX KPOHLITe
KoMnnekT gns MoHTax
4 pe3vHOoBbIe HOXKM

* KpaTkoe pyKkoBoACTBO

Mooenb

NHbopmauusa ons 3akasa

Mpw akcnnyataumm: oT 10% po 95% 6e3 KoHAeHcaTa * Mpwu xpaHeHumn: oT 5% fo 95% 6e3 KoHAeHcaTa

nuTaHus
pa3bemamu RJ-45 n RS-232)

pa3bemamu USB 1 Mini-USB)

MHa Ans ycTaHOBKM B 19-10AIMOBYIO CTOMKY
a

no yCTaHOBKe

OnucaHue

TrK-363-20/8n-0

Ynpasnsembii L3 ctekmpyembiin kommyTaTop ¢ 20 noptamu 10/100/1000Base-T, 4 kombo-nopTtamm 100/1000Base-T/SFP,
4 noptamu 10GBase-X SFP+ 1 cTaHAapTHLIM MPOrpaMmHbIM obecrneyeHnem®

TrK-363-20/8a-0/p

Ynpaensembiin L3 ctekmpyembliin kommyTaTop ¢ 20 noptamm 10/100/1000Base-T, 4 kombo-nopTtamu 100/1000Base-T/SFP,
4 noptamu 10GBase-X SFP+ 1 pacliMpeHHbIM NporpaMmHbIM obecneyeHnem8

TrK-363-20/8n-0/m

JononHuTtensbHble N
TMO-TrK-363-20/84-

Ynpasnsembiit L3 ctekmpyembiin kommyTaTop ¢ 20 noptamu 10/100/1000Base-T, 4 kombo-nopTtamm 100/1000Base-T/SFP,
4 noptamu 10GBase-X SFP+ 1 nporpammHbim obecrnedyeHnem ¢ MPLS8

nueH3nn 0OHOBNEHUSA

JIvueH3na Ha 0OHOBNEHME NPOrPaMMHOIo 06ecneYeHms CO CTaHAAPTHOMO Ha pacliMpeHHoe ans KommyTaTopa TITK-363-

Ocp 20/8n-0
TNO-TrK-363-20/8a- | JInueH3us Ha 06GHOBNEHME NPOrpaMMHOro obecneyeHuns ¢ pacluMpPeHHOro Ha NporpammHoe obecneyenue ¢ MPLS ans
Opm KommyTaTopa TrK-363-20/8a-0

TNO-TrK-363-20/84-
Ocm

ﬂ,OI‘IOJ’IHMTE]‘IbHOG C
OM-712

oBMmecTnmMmoe o6opy,u,OBa Hne

JInueHsus Ha o6HOBMEHVE NPOrPaMMHOro obecreyeHmns o CTaHAAPTHOMO Ha MporpaMmmHoe obecnederve ¢ MPLS ans
KommyTaTopa TrK-363-20/8a-0

SFP-TpaHcuBep ¢ 1 noptom 1000Base-T (go 100 m)

OM-310 SFP-TpaHcuBep ¢ 1 noptom 1000Base-LX ans ogHomooBoro ontnyeckoro kabens (go 10 km)
OM-311 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX fns MHOroMoA0BOIro onTnyeckoro kabens (go 550 m)
OM-312 SFP-TpaHcueep ¢ 1 noptom 1000Base-SX+ o MHOrOMOZLOBOMO ONTMYECKOro kabens (4o 2 Km)
OM-314 SFP-TpaHcuBep ¢ 1 noptom 1000Base-LHX gns ogHomopoBoro ontuyeckoro kabens (8o 50 km)
OM-315 SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX ans o4AHOMOAOBOro onTuyeckoro kabens (oo 80 km)

OM-330npa/3km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ansi 0oAHOMOAOBOMO OMNTUYECKOro Kabens
(o 3 km)

OM-330npm/3Km

WDM SFP-TpaHcueep c 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) A5 OLHOMOAOBOIO ONTUYECKOro Kabens
(Ao 3 kM)

OM-330npa/10km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ansi 0oAHOMOAOBOMO OMNTUYECKOro Kabens
(no 10 km)




> TrK-363-20/83-0
® T-KOM YnpaBnsemblii L3 cTeKupyeMmbiii KOMMyTaTop ¢

POCATOM 20 noptamu 1000Base-X SFP, 4 kom60-noptamu
100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

OM-330npm/10km WDM SFP-TpaHcueep c 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) A1 0LHOMOAOBOIO ONTUYECKOro Kabens
(no 10 km)

OM-331npa/20km WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ansi 0oAHOMOAOBOMO OMNTUYECKOro Kabens
(no 20 km)

OM-331npm/20km WDM SFP-TpaHcueep c 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) A/11 0OLHOMOAOBOIO ONTUYECKOro Kabens
(Ao 20 km)

OM-331npa/40km WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans 0oAHOMOAOBOMO OMNTUYECKOro Kabens
(no 40 km)

OM-331npm/40km WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) ans oAHOMOAOBOMO ONTUYECKOro Kabens
(Ao 40 km)

OM-431-10 TpaHcmBep SFP+ c 1 nopTom 10GBase-SR gns MHOromozoBoro ontuyeckoro kabens (go 300 m)

OM-432-10 TpaHcmBep SFP+ c 1 nopTtom 10GBase-LR gns ogHomopoBoro onTuyeckoro kabens (go 10 km)

OM-433-10 TpaHcuBep SFP+ c 1 noptom 10GBase-ER gns ogHomozoBoro ontuyeckoro kabens (go 40 km)

OM-434-10 TpaHcuBep SFP+ c 1 noptom 10GBase-ZR gnsi ogHomMo[o0BOro ontuyeckoro kabens (go 80 km)

OM-436-10npa/40km | WDM TpaHcmeep SFP+ c 1 nopTom 10GBase-LR (Tx: 1330 HM, Rx: 1270 HM) A9 04AHOMOAOBOIO ONTUYECKOro Kabens
(Ao 40 km)

OM-436-10npm/40km | WDM TpaHcmBep SFP+ c 1 nopTom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) 419 0LHOMOA0BOIO ONTUYECKOro Kabens
(no 40 km)

OM-K100 MaccuBHbIN kKabenb 10GBase-X SFP+ gnnHol 1 M Ana npsMoro NofKItoYeHMs

OM-K300 MaccuBHbIN kabenb 10GBase-X SFP+ gnnHol 3 M 418 NpsMOro NoaKtoYeHUS

OM-K700 MaccuBHbIN Kabenb 10GBase-X SFP+ afivHoM 7 M Ansi NIPSIMOrO NOAK/OYeHMs

PUM-50 Pe3epBHbIN UCTOYHMK NUTaHUS AN KoMMyTaTopoB. (140 BT)

PUMN-50DC Pe3epBHbIN CTOYHMK NuTaHus DC ans kommyTaTopos (140 BT)

PUMN-LLI8BO Llaccn pnsi pe3epBHbIX UCTOYHUKOB NMUTAHWUSA C 2 CTIOTaMuU

" O6HoBEHUE NPO2PAMMHO20 0becneyeHusi o CMaHOapPMHO20 Ha pacwupeHHoe 018 Kommymamopa TIK-363-20/80-0 ocyujecmBsrisemcsi C NOMOWbIO TUYeH3UuU
TI0O-TrK-363-20/89-Ocp.

2 O6HoBIEHUE NPO2PAMMHO20 0becneyeHusi Co CmaHAOapPmMHo20 Ha npozpamMmHoe obecneveHue ¢ MPLS 015 kommymamopa TIK-363-20/80-0 ocywecmBsisemcs ¢
nomouwbio nuyeHsuu TMO-TrK-363-20/89-0cMm, ¢ pacwupeHHo20 Ha NpozpammHoe obecnedeHue ¢ MPLS - ¢ nomouwbto nuyeH3uu TMO-TIMK-363-20/89-0pm.

3 B cmek mo2ym 6bimb 06beduHeHbl moJsibko KoMmymamopsl TITK-363 ¢ 0OUHAKOBbIM NPO2PaMMHbIM obecnedeHuem. Hanpumep, kommymamopsi cepuu TITK-363 co
CMaHOAPMHbIM NPO2PAMMHbIM 0becnedyeHuem mo2ym 6bimb 06bedUHeHbI B CmeK moJibKo ¢ Kommymamopamu TIK-363 co cmaHOapmHbIM NPO2paMMHbIM obecnedyeHuem.
4 [Mo yMon4aHut ycmaHoB/ieHa HU3KAsi CKopoCmb BeHmusssmopa. [lpu memnepamype Beiwe 37 C ckopocme BeHmusmopa yseauyusaemcsi. [lpu memnepamype om 22
900 27 'C BeHmunsamop pabomaem Ha cpedHel ckopocmu. [lpu memnepamype Huxe 22 C ckopoCmb BEHMUJ/ISMOPA yMeHbWaemcs.

 RPS He BXOOUM B KOMNJIEKM NOCMABKU.

7 [laHHble OCHOBAHbI HO MAKCUMQJIbHbIX 3HQYeHUsIX nokazamesnel ¢pyHkyuu Switch Resource Management (SRM).

8 Kabesnb 0151 cmekupoBaHuUs U BHewHul USB-Hocumerb He BXxoOsim B KOMNJ1eKm NocmaBKu.

O6Hosnero 11.11.2022 Xapakmepucmuku mo2ym 6bimb u3MeHeHbl 6e3 ypedomeHus.



